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B cootBercTBUE ¢ TpeOboBanusamu [lonoxenus Banka Poccum ot 17.04.2019 Ne 684-I1 «0O6
YCTAHOBICHMH OOA3ATENbHBIX [ HEKPEAUTHBIX (PHHAHCOBBIX OpraHM3auuil TpeOOBaHHH K
00€CTIEYEHHIO 3aIUTEl HHPOPMANMK HPH OCYIIECTBICHHH AEATENLHOCTH B cdepe DHHAHCOBBIX
PBIHKOB B LIEJLIX NPOTHBOJICHCTBHS OCYILECTBICHHIO HE3aKOHHBIX (DMHAHCOBBLIX omepanuity OO0
«PCXB Vnpasnenue AxTrBamu» (Jaiee no tTexcry - Opranusanus) JOBOXUT O BalIEro CBEICHHUS
OCHOBHBIC PCKOMCHAAIMK [0 3aI0UTe HMHPOPMAUH OT BO3ACHCTBHS NPOrPAMMHBIX KOIOB,
IPUBOAAMINX K HAPYIUCHHIO INTATHOIO (YHKIMOHUPOBAHMS CPEICTB BBIYMCIUTEILHOM TEXHHUKH
(BPEIOHOCHBIH KOI), B IEMAX IPOTHBOACHCTBIS HE3aKOHHBIM (DMHAHCOBBIM OTIEPAITHIM.

PexoMennanuu 1mo coOnrofieHu0 HHPOPMAIMOHHON Ge30I1aCHOCTH (COBOKYIHOCTH Mep,
NPUMEHEHUE KOTOPBIX HAINPABICHO Ha HETOCPEACTBEHHOE OOecIedeHHe 3alluThl MHQOpMAaLHH,
TPOLIECCOB, PECYPCHOr0 M OPraHU3AMOHHOrO OOECIeYeHHs, HEOOXOMMMOro Il NPHMEHEHHUS
YKa3aHHBIX Mep 3alMThI (3ech u panee Tepmuubl u3 [OCT P 57580.1-2017) me rapantupyror
obecreyenre KOHQUNEHIIMANBHOCTH, LEXOCTHOCTH U JIOCTYIHOCTH MH(YOPMALMH, HO HO3BOJISIOT B
LENOM CHH3UTh PHUCKH WH(POPMALMOHHON 0e30macHOCT ¥ MMHMMH3HPOBATH BO3MOJKHEIE
HETAaTHBHBLIE IIOCNIEACTRUS B ClIyYae UX peann3alui.

B cBsisu ¢ TeM, 4T0 TpeGoBaHUA MH(MOPMAIMOHHON GE30IACHOCTH TaK XKeé MOTYT ObITh
OTP2XEHBI B JIOTOBOpAax, peIJIaMEeHTaX, IpaBMIaX M HMHBIX JOKyMeHTax OpraHu3amuy,
PETNIaMEHTHPYIOIMX IPEIOCTABICHUE YCIIYT/CEpBICOB, HACTOSIMHE PexoMennauun AeHCTBYIOT B
4acTH HE NPOTHBOPEYAlleH NONOKEHUSIM BHYTPEHHHX JOKYMEHTOB.

B memsx cHwxeHHS pHCKa peanM3aliy HHIMIEHTOB HH(MOPMAIMOHHON Ge30macHOCTH
(T'OCT P 57580.1-2017) — HexenaTensHBIE WM HEOXHIAHHBIE COOBLITHS 3alUTHI uHbopMaIHH,
KOTOpBIE MOTYT TIPUBECTH K PHUCKY HapyIIEeHUs BBHIIOJHEHHS OH3HEC-IIPOLECCOB (KIMEHTA),
TEXHOJIOTUYECKMX IIPOLECCOB  OpraHu3alMd ¥ (WJIH) HApyIUNTh KOHQHUAEHIMAJIBEHOCTH,
[EIOCTHOCTH M JOCTYITHOCTH HH(POPMAINH BCIIEACTBHE:

¢ HECAaBKUHMOHHPOBAHHOIO JOCTYIIA K Ballel HH(POPMAIHH JINIAMK, He 00JIaIaIoUMU

IIPaBOM OCYIIECTBJICHUS 3HAYUMBIX (KPUTHYHBIX) onepanuii (B T.4. GUHAHCOBEIX);

® [OTEpH (XUILECHHUS) HOCUTENEH KIIIOUeH 3NIEKTPOHHOM MOINCH, C HCHOIb30BAHHEM
KOTOPBIX, OCYUIECTBIISAIOTCA KPUTHYHBIE ((DHHAHCOBEIE) ONEpaLyy;

® BO3ZCHCTBHS BPEAOHOCHOTO KOJa Ha YCTPOMCTBA, ¢ KOTOPHIX COBEPINAIOTCS KPUTHIHbIE
(bunancoBEIC) OnMEpAIHY;

® COBEpHICHUS B OTHOIIEHUH Bac MHBIX IPOTHBONIPABHLIX JEHCTBHM, CBI3aHHEIX C
UH(OPMAIIMOHHOM 5e301aCHOCTEIO.

Pexomennyercs cobmomats psan IpodHIaKTHYIECKHX MEPONPUATHI, HAIPABICHHbIX HA
HOBBIIICHHE YPOBHA HMH(QOPMAMOHHOW O€30IIaCHOCTH IPH  HCIIONB30BAHHH  OOBEKTOB
nHbopMaTn3anuyu  (COBOKYIHOCTH OOBEKTOB, PECYPCOB, CPEICTB H CHCTEM 00paboTku
uHpoOpMaIMK, B T.4. aBTOMATH3HPOBAHHBIX CHCTEM, HCIOJb3YEMBIX JUIL OOCCICUCHHUS
uHopmaruzanuu 6msuec-npoueccos (OCT P 57580.1-2017) Opranuzamuy.

BHUMaTeNBHO M3y4YHTE NOTOBOP, NPHJIOKEHHS K JOTOBOPY M MHBIE JOKYMEHTH], CBA3AHHBIE C
UCTIOJIHEHHEM JIOrOBOpA, O3HAKOMBTECH C pa3fieNlaMM, IOCBAIICHHBIMA WHQMOPMAIHOHHOM
6e3011aCHOCTH/KOH(MAEHI[AAIEHOCTH.

1) Ilpu ocymecTeienun KpuTHUHBIX ((GHHAHCOBBIX) ONepamuii ClefyeT MNPUHEMATH BO
BHUMAHHMEC PHCK IIONY4YCHHS TPETHHUMM JIMIAMH HECAHKIHOHHPOBAHHOTO MJOCTYNA K
3aIUIIaeMOl HHPOPMAIMK ¢ LENBIO OCYLIECTBICHUS (PMHAHCOBBIX ONEPAUMIl THIAMH, HE
00NafaIOMMMA [PABOM HX OCYIIECTBIICHHS, TaKHe PUCKH MOTYT OBITH O0GYCIOBIEHBL
BKJIIOYast, HO HE OTPaHUYMBASChH CIIEAYIOIIMMH IIPUMEPAMH:

a. Kpaxa mapons w wugentudHkaTropa HOCTYIIAa WM MHBIX KOH(UACHIMAILHBIX
HaHHbX, Hanpumep, CVVACVC Homepa KapTel, Kirodell  3IeKTPOHHOMN
TOANUCH/MN(GPOBAHKS ITOCPEACTBOM TEXHHYECKUX CPEACTB W/HIHM BPELOHOCHOI'O



KOZa; ¥ MNCIOJB30BAaHUE 3JOYMBILUICHHHKAMH YKAa3aHHBIX MaHHBIX € JAPYTHX
YCTPOHCTB I HECAHKLIHOHMPOBAHHOTO JIOCTYIIA,

b. VcranoBka Ha  YCTPOMCTBO  BPENIOHOCHOIO  KOJA, KOTOPBI  ITO3BOJHT
370YMBIIUICHHUKAM OCYINECTBUTH KPUTUYHBIE Ollepaluy OT Bamero nMeHwu;

c. Mcnonp3oBanus 310yMBIIIEHHHKOM yYTEPSHHOTO MM YKpadeHHOTo Tenedona (SIM
Kapthl) st nojydenus CMC Kof0B, KOTOPBIE MOT'YT NpUMEHATECS Oprau3anyeil B
KauecTBE JMOMOJHHUTENbHON 3aIllUTHl I HECAHKUHOHMPOBAHHBIX (PMHAHCOBBIX
OIlepalui, YTO ITO3BOJIUT UM OOOUTH 3aIUTY;

d. Kpaxa wunu HeCaHKIMOHHPOBaHHBI MOCTYyI K YCTPOHCTBY, € KOTOpOro Bl
TOJB3yeTech yciyramm/ceppucamMu OpraHusauyd Uil TIOJdy9eHHs IAaHHBIX K/
HECaHKIMOHHPOBAHHOTO JIOCTYNa K cepBrcamM OpraHu3aluy ¢ 9TOro yCTPOUCTBa;

e. llomyuenme mapons u wupeHTHUKATOpa HOCTyna w/wmm xoxa w3 CMC w/wmm
KOZIOBOTO CJI0BA M INpPOYMX KOH(QMACHIHATBHBIX NAHHBIX, B T.Y. NACIIOPTHBIX
JaHHBIX, HOMEPOB CYETOB U T.J. IIyTEM oOMaHa u/umu SHOYHOTp66JIeHI/IH' JOBCPHEM,
KOrjja 3JIOYMBINUICHHHMK TPEACTABIACTCS COTPYAHMKOM OpraHusalud  WiH
TEXHUYECKHM CIICHHAIMCTOM WM HCIONB3YyeT HHYIO JIETeHAy M IIpocuT Bac
COOOIIUTE €My 3TH CEKPETHHIE JaHHbIE; /M HANpaBisfeT MOACIbHBIE COOOIIEHHU
II0 BNICKTPOHHOU MOYTE WM IMUCEMO IO OGBIMHON TOYTE C IMPOCKOON MPEeNOCTaBUTh
MHQOPMAIMIO WM  COBEPIUHTh JCHCTBHE, KOTOPOE MOXET IIPHBECTH K
KOMIIPOMETAIiH YCTPOUCTBA,;

f. TlepexBaTa SIMEKTPOHHBIX COOOLICHWHA ¥ IOSyYeHHS HECAHKIMOHUPOBAHHOTO
A0oCTyna K BBIIMCKAM, OTYETaM M Ipodeil ¢uHaHCOBOM mupopManuu, ecnu Bama
JJMIEKTPOHHAA  [OYTa MUCHONB3yeTcs Uil  WH(DOPMAanUOHHOrO OOMEHa ¢
Opranusanueii. nu B ciydae MOmydeHHs AOCTYIa K Ballled 3JeKTPOHHOM moure,
OTIIpaBKa COOOMIEHNH OT Bamero uMesu B Oprasusanuro.

2) Jlns cHUOXKeHHUS pucKa PUHAHCOBBIX II0TEPE:

a. ObecrieupTe 3ammTy YCTpoHCTBA, C KOTOPOrO BHI IIONB3YETECH YCIyraMu
OpraHusanuu, X TaKMM MEpaM BKIIOYas, HO HE OrPaHUYUBAiCE MOTYT OBITH
OTHECEHBI:

e /Icronb30BaHME TONBKO — JIMIEH3WOHHOTO MPOTPaMMHOIO O6ecHeyeHMs,
TIOJIYYEHHOI'O U3 JOBEPEHHBIX UCTOYHHUKOR;

e 3ampeT Ha YCTaHOBKY IPOrpaMM K3 HENPOBEPEHHBIX HCTOYHUKOB

e Hanmune CpencTBa 3aIUMTHL, TAKMX KaK: aHTHUBHPYC (C peryispHO H
CBOEBPEMEHHO OOHOBIIAEMBIMH 6a3aMH), IIEPCOHAIBHBIN MEXKCETEBOH HKPaH;

e Hacrpolikxa mpap JIOCTyrma K YCTPOMCTBY C IENBIO IPeIOTBPAMICHHS
HECaHKLMOHMPOBAaHHOI'O JOCTYIIA;

e XpaHeHHe, MCMOJB30BAHUE YCTPOHCTBA C LENbIO U30EXKATh PUCKOB KPaKH
U/ATH yTEepH;

e CBoeBpeMeHHbIE OOHOBJIEHHUS ONEPAlHOHHON CHCTEMBI, OCOOEHHO B 4YacTh
obHoBneHni Oe3zomacHocTH. MMeiTe B BHAY, UTO OOGHOBICHHS CHIDKAIOT
PUCKM  3apaX€HUs BPEJOHOCHBIM KOJOM. 3JIOYMBIIUIEHHHMKH 4YacTo
HCHOJIB3YIOT CTaphble YSI3BHMOCTH;

¢ AKTHBAIKA NAPONIBHON WIIM MHOM 3aIIUTHI IS JOCTYIA K YCTPOHCTBY.

b. Ob6ecneubre KOHOUAESHIMAIEHOCTD:
e Xpanute B TaifHe ayTeHTU(QUKANMOHHBIC/HACHTH(HKAIMOHHEIE NaHHBIE U
KIIOYEBYI0 MH(pOpMaImio, noixydeHHble ot Oprammsamuu: naponn, CMC
KOJBI, KOJOBEBIE CJIOBa, KIIOYM JJIEKTPOHHOM IOANUCH/IIM(POBAHKS, a B
Clly4ae KOMIIPOMETALMH HEMEIICHHO IMIPUMHUTE MEphI Ul CMEHBI H/HIH
OIMOKMPOBKH,



¢ CobirofialiTe MPUHIMN Pa3syMHOTO PACKPHITHS HHGOPMAIMM O HOMepax
CYCTOB, O BAIUX ITACTIOPTHBIX JAaHHBIX, O HOMEPAX KPEUTHBIX M 1eOETOBBIX
kapt, 0 CVC\CVV xozax, B ciyyae eciii y Bac 3ampallliBalOT YKa3aHHYIO
uHpOpManuio, B INpUBA3Ke € cepBucaM OpraHM3alMH IO BO3MOYXKHOCTH
OLICHHTE CHTYAIMIO M YTOYHATE IIOJHOMOYHA M TPOLEAYPY 4Yepes
HE32BHCUMBIA KaHaiu, Hanpumep, uepe3 TeneoH KOHTAKT IEHTpa
Opranunzauuny.

c. IIposensaiiTe 0OCTOPOKHOCTE U MPEAYCMOTPUTEIBHOCTD:

® bynsTe OCTOPOXKHBI NPH IOJIYYCHHH IEKTPOHHBIX IHCEM CO CCBHUIKAMH U
BIOXKEHHSAMH, OHHM MOTYT IIPUBECTH K 3apaKCHHIO BalIEro yCTPOMCTBA
BPEOHOCHBIM KOJZIOM. BpeoHOCHEI Ko/, TI0NaB K BaM 4Yepe3 HIeKTPOHHYIO
IOYTy MM HHTEPHET CChUIKY Ha CalT, MOXET IONYYUTh JOCTYH K JIFOOBIM
JIaHHBIM ¥ HHQOPMANHOHHBIM CHCTEMAaM Ha BAIIEM YCTPOMCTBE;

* BaumarenbHO mpoBepaliTe aapecaTa, OT KOTOPOTO NPHUNLIO SIEKTPOHHOE
OUCEMO.  BXoxsmee — 91eKTPOHHOE  MHCHMO  MOXET  OBITH  OT
3I0YMBIIUIEHHUKA, KOTOPBIH Mackupyercs moj OpraHusalyio HIH WHBIX
JIOBEPECHHBIX JIHIL;

e byabTe OCTOPOXHEI ITPH TIPOCMOTpPE/paboTe ¢ MHTEPHET CAlTaMH, Tak Kak
BPEZOHOCHBIH KO MOXKET OBITh 3arpy:KeH ¢ caiiTa;

 BynsTe ocTOpoxHE ¢ (aiinamMy U3 HOBBIX MM «HETOBEPEHHBIX» HCTOYHUKOB
(B T.4. apxMBBI C IapoieM, 3auMppoBaHHBIE (DAHIB/APXUBEL, T.K. TAKOTO
pona daiinel He MOTyT OBITH IIPOBEPEHBI AaHTHBHPYCHBIM 11O B
aBTOMATHYECKOM PEXUME);

e He 3axoaurte B CHCTEMBI YJaICHHOTO JOCTYIA C HEJOBEPEHHEIX YCTPOMCTB,
KOTOpBIC BBl HE KOHTponupyere. Ha Takux ycrpoifcTBax MOXKET OBITH
BPEJOHOCHEIH KOJ, coGHpaonMii Napoiu U uAeHTH)UKATOPEI JOCTYa HIIH
CIOCOOHBIH NOAMEHUTE OIIEPAIIUIO;

o lIpy HamMuuM B pamMKaxX Ballero IPOAYKTAa CEPBHCA KOHTAKT LEHTpA,
OCYIIECTBIIANTE 3BOHOK TONBKO IO HOMEpY TeneoHa, YKa3aHHOMY B
AOTOBOpe WM Ha opuumanbHoM caiite Opranuszanun. Y umelTe B BULY, 9TO
or ymna OpraHmsaluy He MOrYT IIOCTYNATh 3BOHKHM MM cOOOIeHus, B
KOTOPBIX OT Bac TpeOyrorT nepematb CMC-koxm, mapons, HOMEp KapTel,
KOJIOBOE CII0BO U T.J. KoIoBO€E CII0BO MOKET OBITH 3aIIPOIIEHO TOJIBKO, €CIIH
BbI CAMU ITIO3BOHUIIM B KOHTAKT IIEHTP;

e llmeiiTe B BUIy, YTO €CJIH BHI IIepefiacTe Baml TeaedOH W/WIH yCTpPOHCTBO
JPYTUM HOJIb30BATENAM, OHH MOTY YCTAaHOBHUTH Ha HETO BPEIOHOCHBIH KOJI, a
B CJIyyac Kpaky WM YTEPHU 3JI0YMBIIIEHHUKH MOTYT BOCIOJB30BaThCI UM
UL goctyna K cucTteMam OpraHu3zalidy, KOTOPBIMH II0OJIB30BAINCE Bpl. B
CBSI3H C STHM IIPH yTepe, Kpaxe resnedoHa (SIM KapTs), HCIIONB3YEMOTO IS
nosydenuss CMC KomoB MM JOCTYna K CHCTEMAaM OpTaHM3aldd C
MoGunbHoro mnpunoxesusa: 1) He3aMeTUTENbHO HPOUHPOPMHUPOBATH
Opranmsanuio  depe3 KOHTAKTHBIM LEHTp, 2) UeIecoo0pasHo Mo
BO3MOXKHOCTH OIIEPATHBHO C Y4YeTOM IPOYHX PHUCKOB H OCOOEHHOCTEH
HCTIOJIB30BaHMA BalIero TenedoHa 3a0JIOKHPOBATh M TEPEBBUTYCTUTHE SIM
KapTy, a TaK)Ke€ CMEHUTD Iaposib B MOOMIBHOM NPUIOKEHHH;

e [lpy  momo3peHMM  Ha  HECAaHKIMOHMPOBAHHBIA  JOCTyn  H/mim
KOMIIPOMETAITNIO yeTpoiicTRa HE00X0TUMO CMEHHTH 1apoib,
BOCIIOJIb30BABIUMCHL ~ JPYIMM  JOBEPEHHBIM  YCTPOMCTBOM  HW/WIH
3a070KApOBaTh JOCTYH, oOparuBmiuck B OpraHusandio, B OTHOLICHHH
KJII04YeBOH MHGOPMAIMHU, €CIIH 3TO YMECTHO JUIA Bamied yCIIyr'M — OTO3BaTh
CKOMIOPOMETHUPOBAHHBIA KITIOY JJEKTPOHHOMH Imomanucu/mudpoBaHus, B



COOTBETCTBHH C IPABUJIAMH, OTPAKEHHBIMH B JIOTOBODPE, HPHIOKEHHUIX K
JIOTOBOPY ¥ MHBIX NOKYMCHTAX, CBA3aHHBIX C HCIIONHEHHEM J0r0BOPa,;

o Jlydme BCero HCHONb30BaTh I (DMHAHCOBBIX ONEpAIHil OTIEJBHOE,
MaKCHMaNBHO 3allUIIEHHOE YCTPOHCTBO, OCTYI K KOTOPOMY €CTh TONBKO ¥
Bac;

¢ KonTponmupyiite ceoit TeredoH, nemonssyempiit ans nonyuerns CMC kozob.
B ciydae Beixoma u3 crpos SIM kapThl, He3aMeITUTENBHO obpamaiitecs K
COTOBOMY OIIEPaTOpPY JJjisl YTOYHEHUS IPUYKMH U BOCCTAHOBIICHUS CBSI3H.

d. Ilpu paGote ¢ KIrOYamMu 3IEKTPOHHOI MOJIIHCH HEOGXOMAMO:

* Vcnone30BaTh 1M XpaHEHHS KIIOYEH OJIEKTPOHHOH IIOANWMCH BHEIIHHE
HOCHUTENH, HACTOSTEIPHO PEKOMEHAYETCS WCIOJNb30BATh CIEHHATbHEIE
3QIIANICHHBIC HOCHUTENH KIOYeBOH WMHGOpMAanuu (KIOYEBblE HOCHTENH),
HanpuMmep: e-token, cMapT-kKaprTa u T.11.;

¢ Kpaiine BHEUMATENbHO OTHOCHTHCS K KJIKOUEBOMY HOCHTENIO, HE OCTABIATEH
ero 0e3 IIPUCMOTpa U HE IlepeaBarTh TPETHUM JHIAM, H3BJIEKATbh HOCHTENH
U3 KOMIIBIOTEpA, €CIM OHU (KJIFOYEBHIE HOCHTENH) HE HCIOMB3YIOTCS IS
paboTsr;

* lcrionp30Bath CIOXKHBIE TAPOIH UL BXOJd Ha YCTPOUCTBO M IS JOCTYIA K
KIIFOYaM 3IE€KTPOHHON MOMNUCH/KIFOYEBBIM HOCHTEIISAM, HE XPAHUTH IAPOJIH
OTKPBITOM BUIE HA KOMIIBIOTEPE/MOOHIBEHOM YCTPOUCTBE.

e. Ilpu pabGoTe Ha KOMITBIOTEPE HEOOXOMMO:

¢ Mcronb308aThk JMNEH3HOHHOE IIPOTPaMMHOE obecredenne (OmepalioHHbIe
CHCTEMBI, OQUCHBIC TAKETHI K T.J.);

e CBOEBPEMEHHO YCTAHABIMBATH AaKTYalbHBIE OOHOBIEHHS O€30MACHOCTH
(onepanHOHHEIC CHCTEMB], OQUCHBIE TAKETHI U T.JI.);

® llcrions30BaTh AHTMBHPYCHOE IIPOrpaMMHOE OGECIEYeHHE, pPeryjspHO
OOHOBJIATH aHTHBUPYCHEIE Ga3Hl;

e llcronp30BaTh CIOXKHEIE TAPOIIH;

¢ OrpaHuYuTh  JOCTYD K  KOMIBIOTEPY, HCKIIOYMTH  (OTPAHMYHTE)
BO3MOXKHOCTH JHMCTAHIIHOHHOTO IIOAKITIOUEHHS K KOMIIBIOTEPY TPETHHM
JULAM.

f. Tlpu pabote ¢ MOOMITLHBIM IPUIIOKEHHEM HEOOXOIHUMO:

* He ocraBnare cBoe MoOHIBHOE YCTPOMCTBO 6e3 NPHCMOTpPA, YTOGHI
HUCKIIOYUTH  HECAHKIIMOHUPOBAHHOE UCTIONIE30BAHUE Mob6umnsuoro
IPUTIOKEHHUS,

e Vcnonp30BaTh TONBKO OQUIHATEHEEIE MOOUIIBHBIE IIPHIIOKEHHS,

¢ He nepexonuTh IO CChUIKAM M HE YCTaHABIMBATH IPHIIOKEHHS/OOHOBICHMS
OesonacHocTH, npumenmre B SMS-coobmennu, Push-ysenomMiaesuu mim mo
SNEKTPOHHOM 10YTE, B TOM YHUCIIE OT UMeHH Opragu3aliiy;

® YcTaHOBUTh Ha MOGHIBHOM yCTpOMCTBE IApoithb AU OCTYIA K yCTPOHCTBY
U IIPUIOXKEHUIO.

g. llpu obmene urpopmanueii yepes cets HTEpHET HEOOXO0AUMO:
e He oTKpBIBaTE IMCHMa U BJIOXKEHMS K HHM, ITOJyYEHHBIE OT HEM3BECTHBIX
OTHpaBUTENEH 10 JIEKTPOHHOM 10YTe, HE IEPEXOIUTH 10 COAEPIKAIUMCS B
TaKHUX MHChMAaX CCBLIKAM;
e He BBOAMTE mepcoHaNbHYI0O HHGOPMAIMIO HA MONO3PHUTENBHBIX CaiTax W
JIpyTUX HEU3BECTHBIX BaM pecypcax;
* OFpaHI/I‘II/ITb ITOCCINCHUA caliToB COMHUTEIIBHOIO COACPKAHUA,




e He coxpaHsATh Mapoiid B NaMATH MHTEpHET-Opay3epa, €ClM K KOMIBIOTEPY
€CTh JIOCTYII TPETHUX JIUIT;

e He naxxumaTh Ha GaHHEPH! U BCILIBIBAIOIIME OKHA, BO3HUKAIONIME BO BpEMS
paboTsl ¢ ceTrio MuTEpHET;

e He otkpnBath (aitibl HOMy4YeHHBIE (CKAyaHHBIE) W3 HEHW3BECTHBIX
HCTOYHHKOB.

Ilpy momo3peHMH B KOMIPOMETAUMH KIIOUEH SNIEKTPOHHOM MOAMMCH/MIM(POBAHHS MIA
HECAHKIIMOHMPOBAHHOM [BM)KEHHHM HEHHBIX Oymar, JIEHEXHBIX CPEACTB WM MHBIX (PUHAHCOBLIX
aKTHBOB HEOOXOIMMO He3aMEIUTENBHO oOpamarbes B Opranusaifuio.




